NHCTPYKIUA

aIMHHHCTPATOPa 0€30NACHOCTH HHPOPMANMOHHBIX CHCTEM IEePCOHAJBHBIX JaHHBIX
I'BOY mxkoua Ne334 Hesckoro paiiona Cankr-IlerepOypra

. OBIIUE ITOJIOKEHUSA

1.1. Nannas MHCTpyKIUs ONpenessieT OCHOBHBIE 0053aHHOCTH | IpaBa aJIMUHUCTPATOPA
0e3onacHOCTH HH(OPMAIIMOHHBIX CHCTEM IIepcoHalbHbIX qaHHbIX [ BOY mikona Ne334 Hesckoro
paiiona Cankr-IlerepOypra (nanee — YupexaeHue).

1.2. AnmunuCcTpaTop 0€30macHOCTH WH(POPMALMOHHBIX CHCTEM MEpPCOHATBHBIX JAHHBIX
(nanee — UCII/IH) sBAsSieTCSl COTPYAHUKOM YUpEXIEeHUS U Ha3HA4yaeTcs NPUKA30M IIKOJIBI.

1.3. Pemenue BonpocoB o0ecnedeHus ”HPOPMaIMOHHON 0€3011aCHOCTH BXOJIUT B MPSIMBIE
ciyxe0HbIe 00s3aHHOCTH agMuHuCcTpaTopa 6e3onacHoctu UCII/IH.

1.4. Anmunauctparop Oe3omacHoctu MCIIJIH o6namaer mpaBamMu JOCTyma K JIFOOBIM
MPOrpaMMHBIM H alllapaTHBIM PeCypcaM IIKOJIbI.

Il. TEPMUHBI 1 OITIPEJEJIEHUSA

2.1. ABTomaTu3upoBaHHoe padouyee mMecTo (APM) — mepcoHaNbHBIA KOMITBIOTED U
MOJKIIOYEHHbIE K HeMy MnepudepHiiHble YCTpOHCTBa — HPUHTEP, MHOrO(QYHKIMOHAJIbHbIE
YCTPOMCTBA, CKAHEPHI U T.1I.

2.2. BaoknpoBaHue MePCOHAJBbHBIX JAHHBIX - BPEMEHHOE NpEKpalleHue oO0padOTKH
MIEPCOHANBHBIX JAHHBIX (32 UCKIIFOUEHUEM CIIy4aeB, eciid 00padoTka HeoOXouma AJIsl yTOUHEHHS
MEePCOHANBHBIX JaHHBIX) (cm. 3 @3 PD om 27.07.2006 2. N 152-D3 «O nepcoHanbHbiXx OGHHLIXY).

2.3. Joctyn k wuHpopMauMM — BO3MOXKHOCTh moJydeHuss uHopmaruu u e€
ucnonb3oBanus (cm. 2 @3 PO om 27.07.2006 2. N 149-D3 « O6 ungopmayuu, unghopmayuoHHvix
MEeXHONIO2UAX U 3auume UHGOpMayuuy).

2.4. 3amuTa HHGOPMALUH — JEATEIbHOCTH O MPEIOTBPALICHUIO YTEYKH HHPOPMAIUH,
HECaHKIIMOHUPOBAHHBIX U HENPEIHAMEPEHHBIX BO3/IEHCTBUM Ha NH(OPMALIHIO, TO €CTh IPOLECC,
HampaBJIeHHBIN HA JOCTIKEHHE HH(POPMAILIMOHHOM O€30MaCHOCTH.

2.5. Audopmanmsa - cBeaeHus: (CooOIIEHUs, NaHHBIE) HE3aBUCHUMO OT (OPMBI HX
npencrasienus (cm. 2 @3 PO om 27.07.2006 2. N 149-D3 « 06 unghopmayuu, undopmayuonmwix
MEeXHONOUAX U 3auume UHGOPMAYUUY).

2.6. UndopmanuonHas cucreMa nepcoHajbHbIX AaHHBIX (MCIIH) - COBOKYITHOCTB
copepxamuxcss B 0a3ax JaHHBIX NEPCOHAJBHBIX JAaHHBIX M O0ECHEUMBAIOIIMX MX 00paboOTKy
MH(OPMAILIMOHHBIX TEXHOJIOIMM U TEXHUUECKUX CPeAcTB (cm. 3 @3 PD om 27.07.2006 2. N 152-
D3 «O nepcoHaIbHLIX OAHHBIXY).

2.7. HecankuuonupoBanubiii noctyn (HCJI) — noctyn k uHGOpMAaLMK, XpaHIIICHCs Ha
Pa3IMYHBIX TUMAX HocuTenell (0yMakKHbIX, MArHUTHBIX, OITHYECKUX U T. J.) B KOMIBIOTEPHBIX
0a3ax MJaHHBIX, (allVIOBBIX XpaHWIMIIAX, apXWBaX, CEKPETHbIX YacTAX M T. J. pa3IMYHBIX
OpraHu3anuii myTéM u3MeHeHus (MOoBbIIIeHUs, (anbcuUKaIi) CBOUX IIPaB JOCTYIIA.

2.8. Hocureab uH(popManmu - 10001 MaTepUalibHbI 00BEKT UIIH CPEa, UCIIOIb3YEMbII
JUISL XpaHEHHsI UJIH NIepeaavd UH(OpMAaLHH.

2.9. O6paboTka TEpPCOHAJBbHBIX MaHHBIX - Jr00Oe JeiicTBue (omeparus) WU
COBOKYITHOCTb JIEHCTBUI (OIepaluii), COBEpPIIAEMbIX C MCIOJIb30BAHUEM CPEJICTB ABTOMATH3aLUU
ni 6e3 UCMOIb30BaHUS TaKUX CPEICTB C MEPCOHAIBHBIMHU JaHHBIMH, BKJIOUas cOOp, 3alKcCh,
CHCTEMaTH3allUI0, HAKOIIJICHUE, XpaHEHHUE, YTOUHEeHUE (OOHOBIICHHE, U3MEHEHHUE), U3BJICUCHUE,
UCIOJb30BaHue, Iepenayy (pacmpocTpaHEHHUE, NPEeAoCTaBICHHE, IOCTYI), 0O0e3IndYMBaHUE,
ONOKMpOBaHUE, yAaleHHe, YHUITO)KEHUE TIEPCOHANBHBIX JaHHbIX (cm. 3 @3 PD om 27.07.2006
2. N 152-®D3 «O nepcoHanbHbix OAHHBIX»).



2.10. IlepcoHanbHble AaHHBIE - Jt00ass MHGOPMAIMS, OTHOCAIIASCA K TPSIMO HJIU
KOCBEHHO ONPEEIIEHHOMY WJIH OmpeaensieMoMy (u3nueckomMy ULy (CyObeKTy MepCOHAJbHBIX
nauHbiX) (cm. 3 @3 PO om 27.07.2006 2. N 152-D3 «O nepcoHanbHuIX OGHHBIXY).

2.11. CpeactBo 3ammutbl nHGopmanuu (C3M) — TexHudeckoe, MporpaMMHOE CPEACTBO,
BEIIECTBO U (MJIM) MaTepual, MpeIHa3HaueHHbIC UM UCIIOJIb3YEMBbIE IS 3aIUThl HH(POPMAIUH.

2.12. Yrpo3sl 0e3omacHOCTH mepcoHAJbHBIX AaHHBIX (YBIIJH) - COBOKYHMHOCTH
yCIIOBH M ()aKTOPOB, CO3AAIOIINX OMTACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHUCJIE CITy4aifHOT O,
JOCTyNa K TEePCOHAIBHBIM JAaHHBIM, PpE3yJbTaTOM KOTOPOTO MOXET CTaTh YHUYTOXEHHE,
U3MEeHeHue, OJIOKMpOoBaHUE, KOMUPOBAHUE, PACIIPOCTPAHEHUE MTEPCOHANIBHBIX JAHHBIX, a TaKXkKe
MHBIX HECAHKIIMOHUPOBAHHBIX JIEUCTBUH NpuU HUX 00paboTke B MH(OPMAIIMOHHOW CHUCTEME
NIEPCOHAIIBHBIX JaHHBIX (Memoouka onpedenenusi akmyanbHelx yepo3 0bezonacHocmu
NepCOHANbHBIX OAHHbIX NPU UX 0Opabomke 8 UHOPMAYUOHHBIX CUCEMAX NEPCOHATLHBIX OAHHBIX
(ymeepoicoena 3amecmumenem oupexmopa @PCTIK Poccuu 14 gpespans 2008 2.))

2.13. YHUUYTOXKEeHHE TEePCOHAJBHBIX JAHHBIX - JCHCTBUS, B PE3yJbTaTe KOTOPBIX
CTAaHOBUTCS HEBO3MOXXKHBIM  BOCCTAHOBHUTb  COJEpKaHHUE IMEPCOHAIBHBIX JAaHHBIX B
UHGOPMAIIMOHHONW CHCTeME TEePCOHANBHBIX JaHHbIX M (MJIM) B pe3ylbTaTe KOTOPBIX
YHUUTOXAKTCS MaTEpUaIbHblE HOCUTEIN I€PCOHAIBHBIX TaHHBIX (cm. 3 @3 PP om 27.07.2006
2. N 152-D3 «O nepcoHanbHbix OAHHBIX»).

1. JOJI2KHOCTHBIE OBA3AHHOCTH

Anmunuctparop 6ezonacHocty UCIIIH o6s3aH:

3.1. 3naTh nepeveHs U yCIoBHS 00pabOTKH MEPCOHATBHBIX JAHHBIX B IIKOJIE.

3.2. 3HaTh MepeueHb YCTAHOBJICHHBIX B KAOMHETaX IIKOJIBI TEXHUYECKUX CPEICTB, B TOM
yuciie ChbEMHBIX HocuTened, koHpurypanuo MCII[IH M mepedeHp 3ajad, peniaeMbiXx ¢ e
UCIOJIb30BaHUEM.

3.3. Onpenenary noaHoMouus nosas3oBateneil UCII[AH (odopmiienne pazpeminreabHon
CHCTEMBI J10CTYIa), MUHUMAaJIbHO HEOOXOAUMBIX UM JUISI BBIIIOJIHEHUS CIY>KEOHBIX (TPYAOBBIX)
00s13aHHOCTEH.

3.4. OcymecTBIATh YUET U MEPUOAMUYECKHM KOHTPOJIb HAJ COCTABOM U HMOJHOMOYHUSMH
MOJIb30BaTeNeil aBTOMAaTU3HPOBAHHBIX pabodynx mecT (nanee APM).

3.5. OcymiecTBIsATh ONEPaTHBHBIN KOHTPOJIb 3a pabOTON IMOIb30BaTENEH 3aIIMIIEHHBIX
APM u aneKkBaTHO pearupoBaTh Ha BOHUKAIOIINE HEIITaTHBIE CUTYallUH.

3.6. brokupoBaTh MOCTYN K MEPCOHANBHBIM JaHHBIM TNpPU OOHAPYKEHHH HapylIeHUI
nopsiika ux o0paboTKu.

3.7. PearnpoBaTh Ha TMONBITKH HECAHKIMOHWPOBAHHOTO JOCTyNna K HH(pOpPMaLUU B
YCTaHOBJIGHHOM CT. 4 Hacrosuiet MHcTpyKuu.

3.8. YcTaHaBnMBaTh M OCYIIECTBIISATH HACTPOUKY CPENICTB 3aIUTH MH(POPMALIUU B paMKax
KOMIIETEHLIUH.

3.9. OcylecTBIATh HENOCPEACTBEHHOE YIPABICHUE U KOHTPOJIb PEKUMOB DPaOOTHI
¢bynkumonupoBanus npuMensembix B MCII[IH cpencts 3amuTsl MHGOPMALUKU, OCYILECTBIATH
IIPOBEPKY NMPaBUIbHOCTH X HACTPOUKH (BBIOOPOYHOE TECTUPOBAHMUE).

3.10. Ileproguyeckn  KOHTPOJIMPOBATh IIEJIOCTHOCTh Iedared (om0, HaKIeek)
TEXHUYECKUX CPEJICTB, UCIOIb3YEMBIX JJIs1 00pabOTKH MEPCOHAIbHBIX JaHHBIX.

3.11. IlpoBoauTs PabOTy MO BBHISBICHUIO BO3MOXHBIX KAaHAJIOB YTEUKH IEPCOHAIBHBIX
JAHHBIX, U3y4aTh TEKYIME TEHIECHIIUU B 00JIACTH 3aILUTHI IEPCOHAJIBHBIX 1aHHbIX.

3.12. IlpoBoauTh  pazbupaTeabCTBA W  COCTaBJICHHWE 3aKJIIOYCHHH 10  (akram
HECOOJIO/IEHUSI YCIIOBUM XpaHEHHs] HOCHUTENEH IMEepPCOHAJbHBIX JIAHHBIX, HApyIIEHUS IMPaBUII
paboThl ¢ TEXHHYECKUMHU U mporpammubiMu cpenctBamu MICIIJIH, B TOM 4ucie co cpeacTBamMu
3alUThl MH(QOPMAaLUY, UM N0 APYTUM HapyLIEHHUSIM, KOTOpPble MOT'YT MPUBECTH K CHUXKEHHIO
YPOBHS 3aIMIEHHOCTHU MEPCOHAJIBHBIX IaHHBIX.



3.13. [IpenoctaBnate noctyn k WCIIJIlH HOBBIM MOIb30BaTENsIM, IPEIOCTABIATH UM
BO3MOKHOCTb 33J1aTh MapoJib, COOTBETCTBYIOLIUI TpeOoBaHUsAM «VHCTPYKIIMH IO OpraHU3aluu
MapOJIbHON 3aIUTHI.

3.14. [Ipou3BouTh MEPONPUATUS 1O BHEIUIAHOBOW CMEHE Hapojieil B COOTBETCTBHM C
«IHCTpYyKIMEN 110 OpraHU3aI[My MapoJIbHON 3alUThI.

3.15. BHOCUTH TJIaHOBBIE U BHEIIJIAHOBBIE U3MEHEHHUS B YUETHYIO 3allMCh MMOJIb30BATENCH
UCII[H, B ToM umcie mo TpPeOOBAHHIO PYKOBOAMTENS OTAENa M B CIy4yae YBOJbHEHUS
COTPYAHHMKA.

3.16. OcymiecTBIATh TEPUOAMYECKOE PE3EPBHOE KOMUPOBAHHE 0a3 TMEepCOHATBHBIX
JAHHBIX M COMYTCTBYIOIIEH 3amuiiaeMoid MHQOpMAINK, a TaKXkKe OCYIIECTBISATh BHEIJIAHOBOE
CO3JlaHHE PE3EPBHBIX KOMMil 1o TpedoBanuto nomaszoBareneid MCIIJH 1 B UHBIX cilydasx, Korjga
3TO HEOOXOAUMO I 00ECIeYeHHsI COXPAaHHOCTH MEPCOHANBHBIX JAHHBIX.

3.17. OcymiecTBIsATS BOCCTAHOBIICHHE HH(OPMALIUU U3 PE3EPBHBIX KON MO TPeOOBAHUIO
nons3oBateneil MCII[IH u B WHBIX cioydasX, Korjga 3TO HEOOXOAMMO MJIi BOCCTAHOBJICHUS
yTpayeHHBIX CBEJICHUM.

3.18. XpauuTth qucTpuOYTUBBI TpOrpaMMHOro obecredenus, yctanopiennoro B UCIT/1H,
B TOM 4YHCJI€ IUCTPUOYTHBBI CPEACTB 3allMThl HH(OpPMALUU, B MECTE, HCKIOYarolleM
HECaHKI[MOHUPOBAHHBIN TOCTYI K HUM TPETbUX JIULI.

3.19. BHOCHTH CBOM TPEMJIOKEHHS 110 COBEPIICHCTBOBAHHUIO MEP 3aIIUTHI TEPCOHATBHBIX
nauubix B MCIIJIH, pa3paboTke U MPUHATHU MEp MO MPEeIOTBPALIEHUIO0 BO3MOXHBIX OMAaCHBIX
NOCJIEICTBUN HApYLIEHUN, IPUBOJSIIMX K CHUKEHHUIO YPOBHS 3aIlUIIEHHOCTH MEPCOHAIBHBIX
JTAHHBIX.

3.20. 3naTh 3akoHOAATENbCTBO P® 0 mepcoHaNbHBIX JaHHBIX, CJIEIUTH 3a €ro
U3MEHEHUSIMHU.

3.21. BbInOJMHATE MHBIE MEpONPUATHS, TpeOyeMmble TEXHHYECKUMHU U IPOrPaMMHBIMU
cpenctBamu MCII/{H ayist mogepkanus uX QyHKIIMOHHUPOBAHHMS.

IV. JIEMCTBUSA ITPU OBHAPYKEHHUHU MOIBITOK
HECAHKIOJMOHUPOBAHHOI'O JOCTYITIA

4.1. K nomnpITKaM HECAaHKIIMOHUPOBAHHOTO JTOCTYTIA OTHOCSITCS:

4.1.1. ceancer pabotel ¢ MCIIJIH He3aperucTpupoBaHHBIX I0JIb30BATENCH, WIN
MOJIb30BATENEH, HAPYIIMBIIUX YCTAHOBJIEHHYIO NEPUOAUYHOCTh JAOCTYIA, WIH CPOK JEHCTBUS
MOJHOMOYHM KOTOPBIX UCTEK, UM MPEBBIIIAIOIINX CBOU ITOJHOMOYMS IO TOCTYIY K JaHHBIM;

4.1.2. neiicTBUS TPEThEro JIMLA, MBITAIOUIETOCs MOJYYUTh JOCTYN (MM YXKe
nonmyunBiiero aoctyn) kK MCII[H, npu MCmogb30BaHUU YYETHOM 3alKMCH  aJMUHHUCTpaTOpa
i apyroro mnonb3oBatens MCII[H, merogom mnomdopa mapois, HCHOIb30BaHUS Mapois,
pasriaaméHHoro BiaeNblleM YUETHOM 3aiCh UK JIIOOBIM JPYTUM METOJIOM.

4.2. llpu BeisiBNieHUH  akTa  HECAHKIMOHUPOBAHHOTO  JOCTYNMAa  aJIMHHHUCTPATOP
oe3onacaoctu UCIT/IH o6s3aH:

4.2.1. npekpaTuTh HecaHKIMOHUPoBaHHBIN goctyn K MCII/IH;

4.2.2. NONOXKUTH AUPEKTOPY IMIKOJBl O (pakTe HECaHKIHOHMPOBAHHOTO JOCTYIIA,
ero pesyJbrare (yCIelHbIi, HEYCIEITHbIN) U MPEATPUHSATHIX TCHCTBUSIX.

V. IPABA

Anmunuctpatop 6e3onacHoctr UCIIIH nmeet npaso:

5.1. TpeboBath ot monb3oBateneit MCII/IH BbIMOMHEHNUSI HHCTPYKIIMIA B 9acTH PabOTHI C
MIpOrpaMMHBIMH, annapaTtHeiMu cpeacteamu MCII/IH n nepcoHanbHbIMM TaHHBIMH.

5.2. brnokupoBaTh JOCTYN K MEPCOHATIBbHBIM JTAHHBIM JIIOOBIX MOJIb30BATEIEH, €CIH 3TO
HEOOXOIMMO IS IPEIOTBPAIIEHUS HApYIICHUS PeKUMa 3aIIUTHI IIEPCOHANBHBIX JTaHHBIX.



5.3. [IpoBONTh BHEMJIAHOBBIE AHTUBHUPYCHBIE MPOBEPKU IMPU BO3HUKHOBEHHH YI'PO3BI
MOSIBJIEHUS BPEIOHOCHBIX IIPOrpamMM.

5.4. [Tpou3BOAUTH MEPUOJUYECKHE MONBITKM B3J0Ma Maposiied IMoJb30BaTeNe B LENiX
TECTUPOBAHUSA CHCTEMBI KOHTPOJA JOCTylla Ha HallMyue ysA3BUMOCTed. B ciydae ycnemHou
HIOIBITKY — BIIpaBe TPeOOBATh Y MOJIb30BATENS U3MEHEHUS apoJIs.

5.5. [IpoBouTh CiTy>keOHBIE pacciIeOBaHUS U ONpallMBaTh MOJb30BaTENeH Mo (akTam
HECOOJIIOCHUST YCIOBUH XpaHEHHUs] HOCHUTENeHd MEepCOHAJbHBIX JAHHBIX, HAPYLIEHUS MpPaBUII
paboThl ¢ TEXHHYECKUMHU U mporpammubiMu cpenctBamu MCIIJIH, B TOM 4ucie co cpeacTBamMu
3alUThl MH()OPMALUY, UM N0 APYTUM HApyLIEHHUSIM, KOTOpPble MOT'YT MPUBECTH K CHUXKEHHIO
YPOBHS 3aIMIEHHOCTH MEPCOHAIBHBIX IaHHBIX.

VI. OTBETCTBEHHOCTbD

6.1. Aamunuctpatop 6e3onacuoctr MCII/IH HecéT mepcoHanbHYI0 OTBETCTBEHHOCTD 3a
cobmmoneHne TpeOboBaHMM Hacrosimed MHCTpykiuu, 3a cpeincrBa 3alUThl HMHQOpMAIUH,
MPUMEHSIEMBIE B IIKOJIE, 32 KAYECTBO MPOBOAUMBIX UM pabOT Mo oOecneueHnio 0e30MacHOCTH
MEPCOHAJIBHBIX JAHHBIX M 3a BCE JCHCTBHS, COBEPILUCHHBIE OT UMEHU €ro y4€THOM 3aluCH B
HUCIIIH, ecnmu c ero CTOPOHBI HE OBLIO TPEANPUHATO HEOOXOAMMBIX JEHCTBUH JUIA
peJOTBpallleHHs] HECAHKIIMOHUPOBAHHOT'O MCIOJIb30BAHUS €r0 yUETHOM 3aMKCH.

6.2. Anmunuctparop 6e3omacHoct MCII[IH mpu HapylIeHUH HOPM, PEryIUPYIOLINX
MoJIy4eHre, 00pabOTKy M 3alUTy MEPCOHAIBHBIX JaHHBIX CYObEeKTa, HECET AMCHUIIMHAPHYIO,
aIMUHUCTPATUBHYIO, IPAXKIAHCKO-TIPABOBYIO U YT'OJIOBHYIO OTBETCTBEHHOCTh B COOTBETCTBUU C
3aKOHOAATENbCTBOM Poccuiickor Denepannu.



